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We hear about Al everywhere—in the news, in board discussions, on social media and in personal
conversations. New Al products and tools continually evolve, and discussions of their sustainability,
safety and scope are trending. Less attention is dedicated to real-life corporate utilizations, the risks
that Al generates and the tools available to minimize risk from a business standpoint.

This series of white papers is designed to provide a high-level understanding of what a risk manager can do to assess the
risk, what protections can be implemented and what insurance coverage is available under current insurance policies.

Artificial Intelligence has been building on various machine learning techniques since the 1950s'. Since 2010, deep
learning techniques have progressed, allowing Al to become self-learning and eventually bringing generative Al and large
language models, such as ChatGPT, to the forefront. These developments have excited the imagination of companies and
individuals everywhere, resulting in significant investments in the field.
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A Day in the Life of Commercial Al

Chatbots that can “converse” and virtual assistants for customer support

Creation of code from natural language describing what is needed
Code quality reviews using the chat feature

Targeted advertising, personalized recommendations and content
personalization in social network posts and other channels
Automated large-scale design and production for websites and
advertising

Automated case research and document drafting

Compliance information gathering

Demand forecasting and optimization of production and inventory
Route optimization and freight management considering transport, robotic
distribution centers, weather and traffic

Automated threat detection and response

Resume screening and candidate matching with requirements
Employee performance analysis, communication and training

Algorithmic trading
Transaction fraud detection

Quality control
Production optimization
Predictive maintenance
Defect detection



Exposures Created by Al

Currently, existing Al litigation examples mainly center
around content creators suing Al companies for using their
content to train Al models without permission. However,
the rapid increase in Al use indicates that litigation and
direct impact risks will continue to evolve. Recognized risks
include the following:

Al hallucinations: Al models, particularly large language
models (LLMs), may make things up. In response to

a query about crossing the English Channel on foot,

an LLM fabricated a world record holder and specific
details about the crossing. Legal research done by an
LLM has created and cited nonexistent cases.

Privacy infringement: Private information shared with
Al models can result in a data breach. Al notetakers on
video calls can breach confidentiality agreements and
obligations. “Shadow Al,” or the use of LLMs to analyze
information without corporate approval, is high, over
70%, according to some surveys>.

IP loss or infringement: Content created by Al can
infringe on pictures, code, music, trademarks and
personal identifiers used to train algorithms. Courts are
deciding who is responsible and the extent of damages.

Model bias: Models can result in systematic errors that

create unfair or prejudiced outcomes for certain groups.
Employment resume review models have favored the
type of workforce companies have employed out of

compliance with requirements to limit prejudice and
discrimination. Facial recognition systems are less
accurate for people of color in some cases.

Reputation loss: Inaccurate or discriminatory Al-
generated content becoming public could cause
challenges. In one example, an airline’s chatbot
“hallucinated” rules suggesting a passenger could
apply for bereavement fares retroactively after a
grandmother’s death. Lawsuits ensued with widespread
press coverage requiring a public relations response.

Business revenue loss: As companies rely more on

Al and staffing is adjusted to take advantage of its
efficiencies, technology failures could result in business
functions stopping for longer periods while technology
issues are resolved without human backup. The
resulting revenue losses will depend upon the use of
the Al platform, but they could be significant.

Regulatory fines: Much of the proposed legislation
does not discriminate between the new deep learning
models and older established Al uses. It is possible that
when the proposed legislation comes into effect, some
of the current uses may become illegal.

At Brown & Brown, we believe that Al-related risks evolve rapidly, and impacts

will be individual depending upon the implementing entity, applications
created, controls developed and technology being used. Al will potentially
impact insurable and non-insurable risks across many lines of coverage. The
Brown & Brown team has been tracking developments and can provide insight
into the developing dangers. Our cyber risk models can encompass Al risk
scenarios to evaluate individual exposures. Please contact your Brown & Brown

representative to further understand our capabilities.



How Brown & Brown Can Help

Connect with our Brown & Brown team to learn about our knowledge in your
industry, how we build our risk mitigation strategies and how we can aid your
business in building a cost-saving program.

B Brown & Brown

Find Your Solution at BBrown.com

Brown & Brown, Inc. and all its affiliates, do not provide legal, regulatory or tax guidance, or advice. If legal advice counsel or representation is
needed, the services of a legal professional should be sought. The information in this document is intended to provide a general overview of
the topics and services contained herein. Brown & Brown, Inc. and all its affiliates, make no representation or warranty as to the accuracy or

completeness of the document and undertakes no obligation to update or revise the document based upon new information or future changes.
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